
 

 

Extraction Report - Cellebrite Reports

Summary

Report creation time 29/07/2022 8:20:31 PM +10:00
Time zone settings (UTC) (UTC+10:00)  Sydney  (Australia)
Examiner name Forensics
Location Sydney
Case number E19-0569
Case name OP Galley
Evidence number E19-0569-AS-7-5-PR-0003
Department Forensics
Organization NSW ICAC
Notes HuaweiMate9 MHA-L29 IMEI: 864683030049454 with SD card and SIM - translations performed

Source Extraction
Advanced Logical
      Extraction start date/time 10/11/2020 12:22:27 PM +11:00
      Extraction end date/time 10/11/2020 3:00:50 PM +11:00
      
      
      
      Selected manufacturer Huawei
      Selected device name MHA-L29 Mate 9
      
      
      
      
      Extraction (UFD) file data integrity Intact
      Apps exclusion A filter to exclude COVID SAFE app was applied on this extraction
      Report type Phone
      Time zone settings (ID) _Australia/Sydney
      Time zone settings (ID) _Australia/Sydney
File System (1)
      Extraction start date/time 10/11/2020 3:03:01 PM(UTC+11)
      Extraction end date/time 10/11/2020 3:32:57 PM(UTC+11)
      
      
      
      Selected manufacturer Huawei
      Selected device name MHA-L29 Mate 9
      
      
      
      
      Extraction (UFD) file data integrity Intact
      Apps exclusion A filter to exclude COVID SAFE app was applied on this extraction
File System (2)
      Extraction start date/time 11/11/2020 2:08:03 PM(UTC+11)
      Extraction end date/time 11/11/2020 4:26:06 PM(UTC+11)
      
      
      
      Selected manufacturer Mass Storage Device
      Selected device name Memory Card
      
      
      6C20
      Extraction (UFD) file data integrity Intact
      Apps exclusion A filter to exclude COVID SAFE app was applied on this extraction
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File System (3)
      Extraction start date/time 10/11/2020 4:10:46 PM(UTC+11)
      Extraction end date/time 10/11/2020 4:58:20 PM(UTC+11)
      
      
      
      Selected manufacturer Smart Phones/PDAs
      Selected device name Kirin Decrypting Bootloader
      
      
      
      Extraction (UFD) file data integrity Intact
      Apps exclusion A filter to exclude COVID SAFE app was applied on this extraction
Logical (1)
      Extraction start date/time 11/11/2020 10:47:00 AM +11:00
      Extraction end date/time 11/11/2020 10:47:15 AM +11:00
      
      
      
      Selected manufacturer SIM Card
      Selected device name SIM
      
      
      
      Extraction (UFD) file data integrity Intact
      Apps exclusion A filter to exclude COVID SAFE app was applied on this extraction
      Report type SIM
      Connection type
Logical (2)
      Extraction start date/time 11/11/2020 10:47:21 AM +11:00
      Extraction end date/time 11/11/2020 10:47:39 AM +11:00
      
      
      
      Selected manufacturer SIM Card
      Selected device name SIM
      
      
      
      Extraction (UFD) file data integrity Intact
      Apps exclusion A filter to exclude COVID SAFE app was applied on this extraction
      Report type SIM
      Connection type

2



 

 

  

 

Plugins

Contents

Type Included in report Total

Instant Messages 1 1

Locations 3 3

Tags 4 4

Instant Messages (1)

# Source From To All timestamps Content Deleted *

1 WhatsApp 61 8661@s.
whatsapp.net
Li

Participants:
61 8661@s.
whatsapp.net Li,
uychingwah57
(owner)

Timestamp:
25/07/2018
11:21:08
AM(UTC+10)

Direction:
Incoming
Label:
Forwarded

Attachments:

https://mmg-
fna.whatsapp.net/d/f/AlM5r
9oGcVhu7oH0B7pPFqFKQ
qU7pwftTuWZS-
i0m9JB.enc
VID-20180725-
WA0000.mp4
Source Extraction: File System (3)
Message Type:
App Message
Platform: Mobile

GPS
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Locations (3) Open in Google Earth Open in Google Maps

# Origin Position Info Confidence Category Deleted *

1 (-33.835900, 151.084200) Time: 25/07/2018 4:21:27 PM(UTC+10)
Source: Google Photos
Source Extraction: File System (3)

2 (-33.835900, 151.084200) Time: 25/07/2018 4:23:26 PM(UTC+10)
Source: Google Photos
Source Extraction: File System (3)

3 (-33.835900, 151.084200) Time: 25/07/2018 4:26:30 PM(UTC+10)
Source: Google Photos
Source Extraction: File System (3)

Tags (4)

# Type Name Tag description Event Tags Created Modified Back

1 Instant
Messages

Evidence 29/07/2022
8:15:56 PM

29/07/2022
8:15:56 PM

Source From To All timestamps Content Deleted

WhatsApp 61 8661@s.
whatsapp.net
Li

Pa nts:
61 8661@s.
whatsapp.net Li,
uychingwah57
(owner)

Timestamp:
25/07/2018
11:21:08
AM(UTC+10)

Direction:
Incoming
Label:
Forwarded

Attachments:

https://mmg-
fna.whatsapp.net/d/f/AlM5r9oGcVh
u7oH0B7pPFqFKQqU7pwftTuWZS
-i0m9JB.enc
VID-20180725-WA0000.mp4
Source Extraction: File System (3)
Message Type:
App Message
Platform: Mobile

2 Locations Evidence 29/07/2022
8:16:23 PM

29/07/2022
8:16:23 PM

Origin Position Info Confidence Category Deleted

(-33.835900, 151.084200) Time: 25/07/2018 4:21:27 PM(UTC+10)
Source: Google Photos
Source Extraction: File System (3)

3 Locations Evidence 29/07/2022
8:16:28 PM

29/07/2022
8:16:28 PM

Origin Position Info Confidence Category Deleted

(-33.835900, 151.084200) Time: 25/07/2018 4:23:26 PM(UTC+10)
Source: Google Photos
Source Extraction: File System (3)

4 Locations Evidence 29/07/2022
8:17:10 PM

29/07/2022
8:17:10 PM

Origin Position Info Confidence Category Deleted

(-33.835900, 151.084200) Time: 25/07/2018 4:26:30 PM(UTC+10)
Source: Google Photos
Source Extraction: File System (3)
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